




Figure 11: Conceptual VDES-R service for Australian coastal waters.

6.2.4	Apply space-based maritime PNT service in 
coastal areas 

Space-enabled maritime PNT, including satellite-supported 
VDES-R mode, should be considered a domain-specific 
resilience layer rather than a national solution. Partnering 
with AMSA to trial VDES-R for ports and naval operations 
would allow Defence to assess its value in mitigating GNSS 
disruption in coastal and maritime environments. 

This is especially relevant where RF interference threats are 
acute. In addition, integrating VDES with terrestrial coastal 
transmitters could support hybrid R-Mode PNT solutions, 
offering both communications and resilient positioning 
to vessels operating in Australian waters. This is shown 
graphically in Figure 11 below. 

Figure 12: Conceptual Fused PNT and SATCOM service for Australia.

The maritime domain is particularly well suited to VDES. 
Vessel operations are geographically constrained, safety-
critical, and already subject to coordinated regulation and 
infrastructure deployment along the coastline. This allows 
new PNT services to be introduced incrementally, trialled 
operationally, and evaluated against clear performance 
and safety metrics. For Defence, maritime trials also offer 
an opportunity to assess interoperability between civil and 
military users, and to understand how domain-specific PNT 
services could be integrated into wider joint operations 
without implying a national-scale deployment.

6.2.5	Joint PNT and SATCOM

Integrating PNT and SATCOM could provide a force 
multiplier within a layered space architecture. This could 
include leveraging Defence and commercial SATCOM assets 
for GNSS integrity monitoring, secure dissemination of 
PNT corrections, or direct provision of timing signals. This 
approach is in line with emerging international practice 
while supporting Defence objectives for assured access 
to communications and PNT in contested environments. 
Additionally, partnering with a satcom provider would 
enable Australia to access resilient, dual-use capabilities 
without bearing the full cost of deploying new infrastructure 
[115]. This option is shown in Figure 12 below.
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Figure 13: Conceptual PNT as a service framework for Australia including ground segment.

In this context, joint PNT and SATCOM architectures should 
be viewed as an enabling integration approach, rather 
than as a standalone PNT replacement. Their value lies 
in combining assured communications with PNT-related 
functions such as integrity monitoring, control messaging, 
and resilient dissemination of timing or correction data. 
For Australia, the priority is therefore to understand where 
such integration can deliver genuine resilience benefits, how 
dependencies on shared space assets are managed, and 
what governance arrangements are required when relying 
on dual-use commercial services in contested environments.

6.2.6	PNT as a Service

PNT as a service could provide another option for an 
alternative PNT solution, especially due to the fact that it 
does not require the launch of its own satellite constellation. 
By setting up a number of reference and monitoring stations 
around the country, Defence could utilise signals from 
different satellites in LEO and GEO orbits to achieve a PNT 
capability that is operationally independent of GNSS. This 
option is shown in Figure 13.

A defining feature of PNT-as-a-Service is the ground segment, 
consisting of reference and monitoring stations which 
observe space-based signals of opportunity from selected 
satellites across multiple frequency bands and orbits, 
estimate signal characteristics, and publish corrections or 
timing data to users via secure data services [63, 64]. 

6.3	 Terrestrial-based PNT options
Terrestrial-based PNT systems could be considered as 
a critical resilience layer within Australia’s future PNT 
architecture by providing continuity of PNT services when 
space-based systems are disrupted. Terrestrial-based 
systems are at this stage unlikely to fully replace GNSS or 
SouthPAN. Instead their role would be to limit adverse 
impacts to missions and operations, and provide continuity 
under interference, outages, or localised degradation. This 
is especially so for natural, physical, and EM hazards. This 
could mean deploying a backbone terrestrial capability 
such as eLoran, supported by additional technologies 
which could include R-Mode, local terrestrial pseudolite 
networks, fibre-based timing, and 5G/3GPP broadcast. 
Alternatively to radio-over-the-air time transfer, cable-based 
time synchronisation could be achieved through existing or 
developing new fibre optic networks across Australia. 

The maritime domain represents an applicable use case for 
terrestrial PNT in Australia due to:

•	 	Safety-of-life implications

•	 	Concentration of existing PNT infrastructure

•	 	Concentration of infrastructure enabled by PNT

•	 	Exposure to GNSS disruption via interference

6.3.1	eLoran

In the maritime domain, terrestrial systems are already 
well understood as part of a layered navigation framework. 
eLoran is the only option that provides continent-scale, 
wide-area coverage, with long-wave signals able to reach 
hundreds of kilometres offshore. It can ensure continuity 
of timing and navigation for shipping when GNSS is 
unavailable. Additionally, it can provide a different signal 
type that is highly resistant to jamming, thereby reducing 
reliance on space-based PNT during disruption.

Some of these concepts are illustrated graphically below. 
Note, the following maps are conceptual only and are based 
on the attainable geometric ranges of each technology. 
They are intended to demonstrate the relative coverage 
characteristics and layering potential of different terrestrial 
PNT classes. They do not represent endorsed network 
designs, validated geometries or costed deployment options. 
Figure 14 shows a configuration of six eLoran sites spread 
around Australia at distances of roughly 900km, which would 
be sufficient to support national timing coverage.

Australia’s Navigation and Timing Challenges on Hazards, Operations, and Resilience (ANCHOR)64



Figure 14: Notional eLoran-style terrestrial timing coverage to support national resilience.

It is envisaged that the network could be extended to around 
10 stations to cover Australia for positioning and navigation 
services, however, proper modelling will need to be carried 
out to design the network, which is outside the scope of this 
report.

6.3.2	Coastal Ranging Mode systems

Closer to the coast, MF or AIS/VDES R-Mode could offer 
a complementary service by converting legacy AMSA 
DGPS beacon sites into R-Mode transmitters. These sites, 
decommissioned in 2020, could be revived and upgraded 

to broadcast continuous, phase-stable ranging signals that 
enable position fixes up to 300 nautical miles offshore [116]. 

Figure 15 shows the conceptual design of the terrestrial 
R-Mode network based on the former AMSA DGPS network 
[117]. The circles represent 300 NM (or 550 km) radius 
of each station, which is the practical mode of R-mode 
transmission [74]. It can be seen that if the network is to be 
revived, it will cover most of the Australian coastline, with 
a few gaps in the north, south and west, which could be 
infilled by 4-5 extra stations for full coverage. Figure 16 then 
illustrates the combination of eLoran and R-Mode.

Figure 15: Conceptual R-mode network based on the former AMSA DGPS network.
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Figure 16: Conceptual combined eLoran and R-mode network.

6.3.3	Local-area Pseudolite networks

Local-area terrestrial pseudolite positioning networks, can 
deliver high-accuracy PNT services at key ports and offshore 
facilities. Locata is an example of this class of technology that 
is currently used at the White Sands Missile Range in the US 
during jamming and spoofing testing [118]. 

Figure 17 shows how conceptual networks could be 
deployed around key defence installations in Australia, 

namely HMAS Stirling in Perth and HMAS Coonawarra in 
Darwin. A small number of strategically located transmitters 
could provide coverage supporting coastal navigation, 
remote area timing, critical infrastructure synchronisation 
and defence activities. Existing broadcast or defence 
infrastructure could be leveraged to reduce deployment 
costs. eLoran can also be integrated with local-area 
networks, combining long-range, high-power coverage with 
the high-accuracy, localised performance. 

Figure 17: Conceptual pseudolite networks at HMAS Stirling and HMAS Coonawarra Naval Bases.
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6.3.4	Fibre-Based Time Transfer

Fibre-based time transfer can provide authoritative time 
distribution between trusted reference clocks at strategic 
locations, such as data centres, headquarters, and sensor 
fusion nodes. It can also support holdover management 
and recovery by maintaining synchronisation between 
distributed local clocks during GNSS outages. Utilising 
dark fibre (installed but unlit optical fibre with no active 
transmission equipment) in the existing networks can 
provide complementary time transfer for defence and 
|critical infrastructures.

In the Australian context, several fibre-optic backbones span 
major metropolitan centres and extend into key regional 
corridors. One example of a fibre-optic network is AARNet 
(Figure 18), the national research and education network 
that interconnects universities, research institutions, 
government agencies, and major scientific facilities across 
the country.

Figure 18: National AARNet Fibre Network [119].

Access to dark fibre fundamentally changes the resilience 
characteristics of terrestrial time transfer. By enabling 
physically controlled, point-to-point optical paths, dark fibre 
allows Defence to establish timing links that are operationally 
independent of shared commercial packet-switched 
networks and logically decoupled from satellite-based timing 
services.

6.3.5	Broadcast Radio–Based PNT (AM/FM)

Australia’s existing AM and FM broadcast radio networks 
present a potential opportunity to explore complementary 
terrestrial PNT capabilities by leveraging widely deployed 
national infrastructure. 

With almost 300 commercial AM and FM broadcast stations 
distributed across the country, a subset of those could be 
equipped with appropriate PNT augmentation hardware 
to support limited positioning or timing services based on 
multilateration or time-based techniques (conceptual design 
shown in Figure 19).

However, the suitability of AM and FM broadcast systems 
for operational PNT use remains unproven. As such, any 
consideration of broadcast radio for PNT should be treated 
as an exploratory or complementary option, requiring 
systematic testing, validation, and governance assessment 
before it could be considered as part of a resilient national 
PNT architecture. If validated, such an approach could offer 
a cost-effective supplement to other terrestrial and space-
based PNT layers rather than a standalone solution.
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Figure 19: Conceptual position estimation using AM and FM radio broadcast.

Terrestrial-based PNT systems collectively offer Australia 
practical means to reduce dependence on space-based 
signals. Some of the illustrations above demonstrate 
single solution approaches. However, realistically a layered 
terrestrial approach combining wide-area, coastal, and 
localised capabilities would enable Defence and civil 
authorities to sustain essential PNT functions without going 
down the pathway of a single monolithic solution.

6.4	 Chapter Summary
Resilient PNT cannot rely on any single technology or source 
but instead requires a layered system-of-systems approach 
that combines satellite services with terrestrial networks 
and onboard capabilities. This layered approach aligns with 
international best practice. The United States Department 
of Transportation has concluded that national PNT resilience 
is best achieved through the use of a plurality of diverse 
and mature technologies, rather than reliance on a single 
system [120]. In particular, it identifies complementary use of 
space-based PNT services, terrestrial broadcast signals, and 
fibre-supported time distribution to transmitting and control 
infrastructure as a robust foundation for resilient national 
PNT capability. This architectural diversity reduces common-
mode failure risk and supports continuity of essential 
services under a wide range of disruption scenarios.

Space-based solutions continue to play a central role in 
resilient PNT architectures, particularly where wide-area 
coverage and global consistency are required. In addition 
to GNSS, emerging space-based approaches such as LEO 

PNT, hybrid-constellation use, signal authentication, and 
alternative orbital regimes can provide increased diversity 
within the space domain itself. While these approaches 
remain subject to space-segment and RF threats, they can 
improve robustness through redundancy, frequency diversity, 
and faster recovery when integrated as part of a layered 
system-of-systems architecture.

Terrestrial timing solutions, including fibre-based time 
transfer, offer a physically independent complement to 
satellite timing and can enhance robustness where access, 
governance, and security requirements permit. While such 
infrastructure does not replace satellite PNT, it can play an 
important supporting role in maintaining synchronisation, 
enabling cross-checks, and supporting recovery during GNSS 
disruptions.

The following recommendations are made:

•	 	Define a nationally-coordinated threat-driven and risk-
based requirements for PNT resilience.

•	 Undertake feasibility studies of PNT architectures to 
meet these requirements.

•	 	Review existing policy, regulatory, and standards 
frameworks to support resilient PNT outcomes.

•	 	Develop an Australian PNT Strategy to guide Australia’s 
future PNT capability.
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Threats to PNT can arise as both overt and less obvious 
forms. Many are not immediately identified as PNT issues, 
instead presenting as industrial, economic, or geopolitical 
challenges. However, events that appear unrelated to 
PNT can still degrade the availability and integrity of PNT 
information. This can happen in cooperative, contested, 
and conflicted environments. When this information is 
compromised, impacts can cascade across operational, 
assurance, and safety functions across entire sectors. 

Examining PNT threats through a hazards-based lens helps 
clarify how different threats arise and interact. Considering 
these threats across the cooperation-competition-conflict 
spectrum then aligns these threats with national and 
defence frameworks, for understanding and responding to 
disruption. PNT resilience therefore begins with awareness 
of what constitutes a threat. It is then reinforced through 
situational awareness enabled by detection and response. 
Resilience is ultimately achieved through an integrated mix 
of governance, industrial policy, and system hardening, 
supported by appropriate technological solutions and 
architectures.

While this report gives particular attention to technology 
options, it shows that PNT resilience is achieved by applying 
a broader set of integrated measures and capabilities. 
Different hazard classes and stages of competition place 
emphasis on different resilience levers, and which requires 
complementary roles across Defence and civil government. 
Defence has a central function in assuring PNT for mission-
critical operations, and there is a clear though non-exclusive 
national leadership role for PNT technology uplift and 
architectural resilience. Civil government in turn plays a 
leading role in designing industrial and economic policy 
settings, and cross-sector coordination to manage systemic 
and nationally-shared PNT risks. Accordingly:

•	 	Space- and terrestrial-based PNT capabilities can 
reduce Australia’s PNT vulnerability to natural 
and physical hazards that threaten PNT across the 
competition spectrum. 

•	 	Well-considered industrial and economic policies are 
central to managing supply chain hazards. 

•	 	System and user equipment hardening presents an 
initial line of deterrence and defence against cyber, 
information and EM hazards. 

•	 	Finally, strong national and institutional governance, 
complemented by detection mechanisms and 
distributed PNT architectures, is critical to mitigated 
personnel hazards. 

Given Australia’s place in the Indo-Pacific region, 
these measures would provide a layered approach to 
securing trusted and resilient PNT in an increasingly 
contested environment. ANCHOR makes the following 
recommendations:

Recommendations
1.	 	Define nationally-coordinated threat-driven and risk-

based requirements for PNT resilience. 
Establish clear, nationally-consistent requirements that 
can specify the level of resilience required to maintain 
essential services and national security functions. 
These requirements should be based on identified 
PNT threats, and both civil and Defence operational 
outcomes.

2.	 	Undertake feasibility studies of PNT architectures to 
meet these requirements. 
Evaluate a range of complementary and layered PNT 
architectures to determine their technical feasibility, 
cost, scalability, and ability to meet both civil and 
Defence PNT resilience requirements.

3.	 	Review existing policy, regulatory, and standards 
frameworks to support resilient PNT outcomes. 
Assess how current policies, regulations and standards 
governing critical infrastructure sectors can be 
leveraged, adapted, or amended to accelerate adoption 
of resilient PNT architectures and best-practices. 
Ensure these frameworks also support Defence 
assurance and interoperability requirements.

4.	 	Develop an Australian PNT Strategy to guide 
Australia’s future PNT capability. 
Create a whole-of-nation PNT Strategy that provides 
strategic direction for Australia’s future PNT capability. 
The Strategy should clarify roles and responsibilities 
across Defence, civil agencies, and industry, and align 
stakeholders towards a coordinated resilient PNT 
capability for Australia. The Strategy should also make 
steps towards outlining implementation roadmaps and 
regulatory instruments, such as a Radio Navigation 
Plan. 

7 CO N C LU S I O N
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A P P E N D I X A: 
CO N S EQ U E N C E S CO R I N G 

The consequence of each hazard class was assessed across 
the competition spectrum. The hazard classes are:

•	 	Cyber, Information, Electromagnetic
•	 	Personnel
•	 	Supply Chain
•	 	Physical 
•	 	Natural 

The phases of the competition spectrum are Cooperation, 
Competition, Conflict.

Associated examples within the hazard-competition 
spectrum threat matrix have been assigned consequence 
scores based on critical factors (presented in Section 3.3.1). 
The raw results are presented here, while consolidated 
results are presented in text in Section 3.3.2 Consequence 
Assessment Results.

Average consequence score: 2

Cyber, Information, EM
Cooperation phase examples:

•	 Pre-operational testing identified error in Australia’s SouthPAN correction data. 
•	 White hat testing of timing-dependent SCADA systems as part of audit and compliance.
•	 Simulation and testing of interference scenarios as part of assured PNT product R&D.

Average consequence score: 2

Competition phase examples:

•	 GNSS jamming in the South China Sea affecting ports, maritime operations, aviation. 
•	 Living off the land cyber intrusions into PNT systems (space, ground, user segment) that are difficult to detect and attribute.
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Average consequence score: 3.67

Conflict phase examples:

•	 Deliberate GPS spoofing conducted by state actors during open conflict (e.g. in Eastern Europe, Middle East)

Average consequence score: 2.33

Personnel
Cooperation phase examples:

•	 	Temporary GNSS outage caused by authorised on-site ground segment maintenance
•	 	Navigating to sensitive physical sites via connected in-vehicle navigation systems.
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Average consequence score: 3.67

Competition phase examples:

•	 Use of personnel to undertake benign PNT activities that may be re-purposed for dual-use or illicit activities.

Average consequence score: 3.66

Conflict phase examples:

•	 Sabotage or insider interference at a GNSS ground station, intentionally disrupting services for operational advantage 
during conflict.

Average consequence score: 1

Supply chain
Cooperation phase examples:

•	 Mergers and acquisitions of PNT device suppliers and manufacturers.
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Average consequence score: 3.33

Competition phase examples:

•	 	Introducing compromised components into commercial or government GNSS supply chains, causing faulty hardware or 
software bugs in the space, ground and user segments. 

•	 	Restricting supply of critical components for PNT systems to create dependency.

Average consequence score: 4

Conflict phase examples:

•	 Denial of access to critical components for PNT systems to deliberately exacerbate consequences of PNT disruptions to 
critical infrastructure.

Average consequence score: 1

Physical
Cooperation phase examples:

•	 Surveys and testing of physical security and risk management of PNT infrastructure and assets.
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Average consequence score: 2.33

Competition phase examples:

•	 	“Accidental” damage of subsea cables relaying timing data.
•	 	ASAT tests; in-orbit rendezvous operations in proximity to GNSS satellites.

Average consequence score: 5

Conflict phase examples:

•	 Physical destruction of GNSS ground network due to hostilities. 
•	 	Missile strikes on energy infrastructure causing flow-on impacts on GNSS ground network operations.

Average consequence score: 3

Natural
Cooperation phase examples:

•	 Unpredictable space weather or natural disaster events causing temporary degradation of PNT services.
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Average consequence score: 4

Competition phase examples:

•	 	Exploitation of PNT vulnerabilities through other means (e.g cyber, physical, personnel) during windows of opportunity 
caused by natural hazards.

•	 	Offering PNT assistance during crises framed as cooperation, but which creates debt and dependencies for the host, with 
the intent of expanding soft power in the region.

Average consequence score: 5

Conflict phase examples:

•	 Natural hazards amplify the impacts of PNT disruptions in conflict zones.
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