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A spoofed GPS signal can cause a GPS receiver to estimate a false position, a false time, or 
both.  Articles and lab experiments have illustrated potential for harm from spoofing attacks 
in the electrical power grid system, maritime navigation, financial markets, and mobile 
communications, among other critical infrastructure sectors. 

GPS disruptions can be described by a number of bivariate characteristics, which are described 
in table 1-1: 

Table 1-1: Characteristics of GPS Disruptions 

Characteristic Example 

Unintentional vs. Intentional Is the disruption caused by a piece of space debris that 
disabled a GPS satellite or is it due to an intentional act by a 
disgruntled employee or terrorist?  

Predictable vs. Unpredictable Was the disruption due to an anticipated increase in solar 
flare activity or the sudden activation of a jamming device? 

Environmental vs. Manmade Is the disruption due to increased solar weather activity or 
due to an improperly configured radio transmitter operating 
in an adjacent frequency band? 

Crude vs. Sophisticated Is the disruption caused by a $50 GPS jammer purchased 
on-line, or by a hacker precisely manipulating a GPS signal 
to deceive shipping or highway traffic? 

Local vs. Widespread Is the disruption a targeted spoofing attack against a single 
cargo terminal, or does it cover a large geographic area 
(e.g., due to a significant solar weather phenomenon)? 

Source: Volpe Center 

Table 1-2 maps the five general categories of GPS disruptions against the characteristics 
described above.  

Table 1-2: GPS Disruptions vs. Characteristics  

 Spectrum 
Encroachment Solar Weather GPS 

Infrastructure Jamming Spoofing 

Unintentional or UNINTENTIONAL   
Intentional   INTENTIONAL 
Predictable or PREDICTABLE   
Unpredictable UNPREDICTABLE 
Environmental or  ENVIRONMENTAL   
Manmade MANMADE  MANMADE 
Crude or CRUDE  
Sophisticated   SOPHISTICATED 
Local or LOCAL  LOCAL 
Widespread WIDESPREAD  

Source: Volpe Center 
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2. Identification of GPS Dependencies in 
the Transportation Sector 

2.1. Methodology 

This report does not attempt to identify all specific systems, applications, or devices that rely 
upon GPS signals for positioning, navigation or timing. Such an inventory would be hundreds of 
pages long and immediately out of date. Rather, we attempt to identify broad groups of 
systems and applications across transportation modes that rely upon GPS signals to support the 
safe and efficient operation of the NTS. Identical or similar systems can be found across 
multiple modes, while some applications are unique or predominant in specific modes. 

In order to compare dependencies across different modes, each system or application will be 
explored using four common parameters: 

1. Functional Purpose 

Position The system determines a precise physical position in two or three 
dimensions. 

Navigation The system facilitates safe and efficient travel between two or more known 
physical positions. 

Timing The system provides a precise timestamp for use by an individual device, 
which is accurate across multiple devices and/or multiple systems. 

2. User Community 

Federal Federal agencies (e.g., USDOT, FEMA, SLSDC, Amtrak, etc.) 

State State and regional agencies (e.g., state departments of transportation, 
emergency management, environmental conservation) 

Local Cities and towns, and their municipal agencies (e.g., law enforcement, 
emergency responders, transit agencies) 

Private Private transportation users (e.g., individual vehicle operators, passengers, 
transit riders or system users) 

Commercial Commercial users, such as shippers, carriers, fleet operators, or transit 
system operators, as well as third-party entities that support the NTS (e.g., 
highway survey and construction firms) 
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medical emergencies. These mode-specific GPS dependencies are examined in four broad 
groups: aviation, surface-maritime transportation, surface-ground transportation (including 
highways, rail and transit), and sub-surface (pipelines). The modal grouping, including the 
responsible USDOT agencies, is shown in table 2-1. 

Table 2-1: Modal Groupings 

Aviation DOT Modal agencies: Federal Aviation Administration (aircraft) 
Coverage: All domestic airspace, as well as global airspace traversed by U.S. 

registered aircraft.  
Application: All U.S. civil aircraft (commercial and recreational), whether 

publically- or privately-owned; airport infrastructure.  
Surface: 
Maritime 
Transportation 

DOT Modal agencies: U.S. Coast Guard (ships and private vessels), U.S. 
Maritime Administration (ships), St. Lawrence Seaway Development 
Corporation (ships operating on the St. Lawrence Seaway) (see note). 

Coverage: All oceans, U.S. coastal waters, inland lakes, rivers and waterways. 
Application: Operators of commercial vessels (e.g., cargo, fishing, passenger, 

tugboats, dredges), publicly-owned vessels (e.g., ferries, law enforcement, 
fireboats), and privately-owned pleasure craft; port and waterway 
infrastructure.  

Surface: 
Ground 
Transportation 

USDOT Modal agencies: Federal Highway Administration (highways), 
National Highway Traffic Safety Administration (automobiles), Federal 
Motor Carriers Safety Administration (trucks and motorcoaches), Federal 
Railroad Administration (freight and passenger rail), Federal Transit 
Administration (public transit). 

Coverage: All highway and roadway infrastructure (arterial, collector, 
feeder), including urban, rural, paved and unpaved roadways; all freight 
and passenger railways; all rail or roadway transit rights of way. 

Application: Publically- or privately-owned passenger vehicles, light trucks, 
commercial motor vehicles, freight rail, passenger rail, and transit vehicles 
(light rail, heavy rail, bus, trolley, bus rapid transit). 

Subsurface USDOT Modal agency: Pipeline and Hazardous Materials Safety 
Administration 

Coverage: All U.S. energy and hazardous materials pipelines. 
Application: All public or private pipeline system owners and operators. 

Note: The U.S. Coast Guard, an agency of the Department of Homeland Security, has primary regulatory authority 
over U.S.-registered commercial and private watercraft. 

 

Finally, this section identifies GPS dependencies in other critical infrastructure sectors that have 
a significant impact upon transportation. For example, remote crash detection systems relay 
their information over cellular telephone networks; however, the cellular telephone itself is 
reliant upon GPS time signals to synchronize and coordinate radio transmissions.   
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supplements data from pipeline-mounted inertial measurement units, in-line inspection devices 
(pigs), and other devices. 

2.7. GPS Dependencies in Critical Infrastructure Sectors that 
Impact the Transportation Sector 

Many other critical infrastructure sectors are also dependent upon GPS PNT signals to support 
safe and efficient operation. While this report did not explore those dependencies in detail, it 
did identify a number of examples (see table 2-10) that represent a potential and significant 
cascading impact upon the transportation sector in the event GPS signals are degraded or lost.  

Table 2-10: GPS Dependencies in Other Critical Infrastructures that Impact 
Transportation 

System or Application 
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Energy Sector:  
Power generation coordination  

  X X X X X X X X X X X X X 

Communications Sector:  
Cellular telephone networks   X X X X X X  X X X X X X 

Information Technology Sector: 
Internet X X X X X X X X  X X X X X X 

Financial Services Sector:  
Financial systems   X X X X X X  X X  X X X 

Source: Volpe Center 

Energy Sector: Power generation coordination. The power grid is increasingly reliant on GPS 
based time signals to support phasor synchronization equipment. Failure of the power grid 
would have a significant cascading impact upon safety-critical functions in the transportation 
sector such as traffic signals, railroad switches, and grade-crossing barriers. Loss of electrical 
power would also impact overall operation of the transit system, stopping electric subway cars 
and transit vehicles, closing gas stations, and shutting down container cranes or pipelines at 
cargo terminal. 

Communications Sector: Cellular telephone networks. Cellular telephone technology is 
increasingly incorporated into transportation systems, such as vehicle telematics systems or 
devices used by vehicle operators and pedestrians. Applications include maps, emergency alerts 
(e.g., OnStar®), and V2X technologies. GPS time signals are almost universally used to 
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coordinate or synchronize operations of cellular telephone networks and switching networks, 
through the use of GPS disciplined oscillators.81 Failure of the cellular communications network 
would have a significant cascading impact upon transportation operations, affecting safety-
critical functions. 

Information Technology Sector: Internet. GPS timing data is commonly used to synchronize 
Internet operations. In addition, data that is obtain from GPS systems (position and/or 
timestamp), which supports many life and safety critical transportation applications travels 
across the Internet. Consequently, failure of the Internet communications system would have a 
significant cascading impact upon transportation operations. 

Financial Services Sector: Financial systems. GPS time stamps are used to synchronize and 
process financial transactions involving credit and debit cards. These financial instruments are 
used throughout the transportation system to purchase passenger tickets, book postal or 
freight transportation, pay roadway tolls, or purchase gasoline, natural gas or diesel fuel. Loss 
of the GPS timing signal could affect the financial system, which would have a significant 
cascading impact throughout the transportation system. 

  

                                                      
81 National Risk Estimate, p. 29. 
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Table 3-3: Operational Space-Based Augmentation Systems (2016) 

System Deployed by Status 

Wide Area Augmentation System (WAAS) U.S. In service 
Multi-functional Satellite Augmentation System 
(MSAS) 

Japan In service 

European Geostationary Navigation Overlay 
Service (EGNOS) 

European Union In service 

GPS Aided Geo Augmented Navigation (GAGAN) India In service 
System for Differential Corrections and 
Monitoring (SDCM)100 

Russia Under development 

Source: Volpe Center 

 
Figure 3-2: Coverage Map of Operational Space-Based Augmentation Systems (2016) 

Source: Geneq, Inc. www.sxbluegps.com 

Today, multi-GNSS systems, when combined with SBAS, show some improvement in 
penetrating dense canopies and urban canyons by virtue of their higher numbers of satellites, 
and the dispersed geometry available through use of multiple satellite constellations. Many GPS 
receivers are capable of processing SBAS system information for multiple GNSS constellations, 
which can increase robustness of GNSS PNT operations in parts of the world where SBAS 
services are available. 

 

                                                      
100 SDCM is currently designed as an SBAS to both GPS and GLONASS, whereas other systems (WAAS, EGNOS, 
GAGAN, and MSAS) currently augment only GPS signals. 
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